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Data Provenance

„Provenance information describes the origins and the history of data in its life 
cycle.“3

Identifies the input-output dependencies and/or records the operation history

[1], [3]
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Reproducibility

Reproducibility in empirical AI research is the ability of an independent 
research team to produce the same results using the same AI method based 
on the documentation made by the original research team.6

Replication Crisis
methodological crisis - scientific studies are difficult or 
impossible to replicate or reproduce
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Levels of Reproducibility

Repeatable ● same result can be re-generated within same computational 
environment, no changes in data/code

● verify if experiment is deterministic

Re-runnable ● varied input data but still same result
● sign for robust system 
● original data was representative for the domain

Portable ● re-executable on different platform/environment/libraries

Extendable ● use dataflow/structure and add pre-/postprocessing

Modifiable ● use implementation for reuse
● verify correctness trough modifiability

[11]



02.07.20  |  Fachbereich 20  |  Software Engineering for Artificial Intelligence  |  5

simple
input

definite 
Result

Algorithm 

few parameters

common systems AI systems

Why are AI systems different?



02.07.20  |  Fachbereich 20  |  Software Engineering for Artificial Intelligence  |  6

AI Image Annotation/Classification

Input

CNN

Algorithm Result

[7],[8],[9]
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Reproducibility in our example
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[7],[8],[9],[10]
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Data Provenance in our example

CNN

[12],[13]



02.07.20  |  Fachbereich 20  |  Software Engineering for Artificial Intelligence  |  10

Provenance Capture

Logging

● Data
○ Input
○ Output
○ Intermediate

● Features
● Structure
● Hyperparameter

[14]
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Automatic Provenance Capture

[15],[16],[17],[18],[19]
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Capture mode

● data oriented
○ goods

● process oriented
○ lipstick
○ kepler

[21]
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Storing provenance data

[20]
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Access provenance data

● Graph
○ easy & fast overview

● Query
○ SELECT image WHERE car.color=red

● API
○ customizable interfaces

[5], [21], [22]
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Analyse Data Provenance

● Mitigating Poisoning Attacks

● Crash recovery mechanisms

● Debugging support

[1],[2],[5],[24]
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Data Provenance for Graph Based ML

● LAMP
● using mathematical structure

○ partial derivative
● input-output dependencies

○ quantitative input importance

Intelligence

Grade SAT

Letter

Difficulty

[1]
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ML Architecture Meta Models4

● data provenance
 information
○ includes ML1,

 ML2, ML3, ML4

ML 1

ML 2

ML 3

ML 4

ML Metamodel

[4]
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Challenges of Data Provenance Capture

● number and size of datasets

● variety of data formats

● change of data(sets)

● provenance collection overhead       interpretable

[5],[22]
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Summary

Data Provenance

Reproducibility

Access Provenance Data

[7],[20],[23]
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Summary

Experts call this "hyperparameter tuning". xkcd.com/1838/
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Questions

Non reproducible papers are no scientific work!
Change my mind!
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I can do data provenance by myself better than 
any automatic approach!

Change my mind!
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Backup-slides following
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Provenance Why, How, and Where - DB notion

Why inputs that explain why an output record was produced

How describing in detail how an output was produced

Where output data came from the input

J. Cheney, L. Chiticariu, and W.-C. Tan. Provenance in databases: Why, how, and where. Found. Trends databases, 
1(4):379–474, Apr. 2009
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 W3C provenance (PROV)
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